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An Introduction to the HITRUST CSF 

If you’re managing sensitive data, it’s critical from a business and reputational standpoint to protect 
yourself from risk and maintain a strong relationship with your clients who are also trying to mitigate 
their risks. HITRUST certification is a great way to ensure this is happening.

The HITRUST Common Security Framework, or CSF, is a certifiable framework that provides 
organizations with a comprehensive, flexible, and efficient approach to regulatory compliance and risk 
management. The framework was developed to provide a solution to increasing regulatory scrutiny, 
increasing risk and liability associated with data breaches, inconsistent implementation of minimum 
controls, and the rapidly changing business, technology, and regulatory environment. It is a 
healthcare industry standard that was built from what works within other standards and authoritative 
sources, like ISO 27001/27002, HIPAA, PCI DSS, and NIST 800-53, just to name a few. It was also 
built on risk management principals and aligns with existing, relative controls, and requirements. It’s 
scalable depending on organizational, system, and regulatory factors.
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Step 1: Form Relationships with 
HITRUST and the Assessor
During a HITRUST CSF engagement, your organization must build relationships. If you’re pursuing a 
Validated Assessment or working towards achieving certification, you must first develop a relationship 
with HITRUST directly. You also must develop a relationship with an assessor firm, such as 
KirkpatrickPrice. The assessor firm must be an approved firm by HITRUST. This three-way 
relationship will be a key component to your HITRUST CSF compliance journey.



4     Step 2: Educate Yourself on the CSF and the Assessment Process

Step 2: Educate Yourself on the CSF and 
the Assessment Process
The HITRUST CSF is a security and privacy framework that is the foundation of all HITRUST 
programs. It leverages federal and state regulations, industry standards and frameworks, and a focus 
on risk management to create a comprehensive standard. The framework originally developed for the 
healthcare industry but now has applicability in financial services, travel and hospitality, media and 
entertainment, telecommunications, and with start-ups. HITRUST reports that because of its 
continued effort to improve and update the framework, the HITRUST CSF is the most widely-adopted 
security framework in the US healthcare industry.

The hierarchy of the HITRUST CSF is constructed similarly to ISO 27001/27002 and consists of 
control categories and objectives that map to controls. Risk factors include organizational, system, 
and regulatory. The exact number of requirement statements depends on which version of the CSF 
you certify under.
 
Even with hundreds of requirement statements, the HITRUST CSF is very scalable. The scope of 
your assessment will depend on the size of your organization and the number of records you 
maintain. 
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Step 3: Identify Your Level of Readiness

What frameworks do you already follow – ISO 27001/27002, NIST 800-53, PCI DSS, SOC 1, or 
SOC 2? Do you have policies and procedures documented and in place? Are you starting with a 
HITRUST self-assessment? Is this your first compliance effort? These will all be factors in how difficult 
your assessment will be. It’s best to gather this information at the front end so you can best prepare 
for this engagement. 
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Step 4: Establish and Narrow Your Scope

Everything that you do in a HITRUST CSF assessment is about your scope. The larger your scope is, the more complex 
your audit will be. When you’re in the beginning stages of a HITRUST CSF assessment, narrowing your scope makes 
obtaining HITRUST CSF certification more feasible. 

When setting system boundaries, you should ask yourself questions such as:
 • What systems actually perform the process that you want to certify? What people are involved? How do they  
    interact with your records?
 • Where do you store your data? How do you collect it, process it, or remove it?
 • What devices, protocols, or systems move that data between the components of your system or interactions  
    with your clients? How do people give you the data to process? How do you transfer data to users?

When setting control boundaries, you should ask yourself questions such as: 
 • How do you maintain your systems?
 • What systems could impact the security of your processes?
 • Are you using patch management?

Scoping demographics determine your custom set of requirement statements that you must comply with to attain 
HITRUST CSF certification. This is where narrowing your scope might get tricky because the more demographics that you 
include, the more requirement statements you’ll have to comply with to achieve HITRUST CSF certification. The following 
factors should be accounted for when narrowing your scope:
 • Organization and Entity Type: Decide your organization and entity type, which identifies your organization’s  
    risk and complexity. The entity type will be either a business associate or covered entity. There are more  
    options for organization types, such as service providers, payers, hospital facilities, pharmacies, etc.
 • Organizational Factors: These represent the number of records that could be lost due to a catastrophic  
    breach. You’ll be asked to identify how many records you have, ranging from less than 10 million to over  
    60 million.
 • Geographic Factors: These factors are based on where your organization collects, processes, maintains  
    uses, shared, or disposes of information. The amount of risk that an organization whose operations are  
    centralized in one state as opposed to multiple states would greatly vary, so the amount of controls included in  
    the scope would change. There are also even more risk factors associated with moving data off shore.
 • Systems Factors: Determining how your systems process, store, and transmit data is essential when limiting  
    your scope. You’ll need to answer a series of questions to identify the accessibility of your system, if your  
    system transmits or receives data from third parties, and if mobile devices are used in your environment. You’ll  
    also need to determine how many systems you connect to on a permanent basis, how many system users  
    there are, and the number of transactions per day.
 • Regulatory Factors: Determining your compliance needs greatly impacts the number of requirement statements  
    applicable to your organization. Including an additional framework such as state-specific requirements, FISMA,  
    or GDPR in your HITRUST CSF assessment could completely change your scope.

A good starting place? Use documentation such as data flow diagrams, network diagrams, policies and procedures, and 
system inventories to understand where your data resides.
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Step 5: Determine What Type of Assessment 
and Report You Need
Your organization must determine which assessment type and report option are right for you. There 
are a few different types of HITRUST CSF assessments, including:
 • CSF Security Assessment 
 • CSF Security and Privacy Assessment
 • CSF Comprehensive Security Assessment 
 • CSF Comprehensive Security and Privacy Assessment
 • NIST Cybersecurity Assessment

There are also several options for demonstrating compliance:
 • SOC 2
 • SOC 2 + HITRUST CSF Certification
 • HITRUST CSF Self-Assessment
 • HITRUST CSF Validated Assessment (Certification)



Step 6: Establish a Project Timeline

The timeline for a first-time HITRUST CSF assessment varies depending on the level of maturity of 
your information security program. For organizations that have an immature information security 
program, we believe that the remediation period will and should take 180 days. For organizations with 
a more mature information security program, or organizations that have NIST, ISO, or PCI DSS 
controls in place, we believe that remediation periods could take about 60 days. Nevertheless, 
remediation periods ultimately depend on the time it takes to fix the issues identified during the gap 
period and self-assessment. If an organization rushes through a remediation period, they can still 
obtain a validated assessment, but the chances of becoming HITRUST CSF certified significantly 
decrease.
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Ready to Work with KirkpatrickPrice?

Going through a HITRUST assessment can be overwhelming and challenging, but when you partner 
with KirkpatrickPrice, it doesn’t have to be. KirkpatrickPrice is an authorized CSF Assessor, with team 
members on the HITRUST CSF Assessor Council and Marketing Council. Your organization will also 
benefit from working with KirkpatrickPrice’s Information Security Specialists, who are senior-level 
experts across many disciplines and hold certifications like CCSFP, CISSP, and CISA.

Contact KirkpatrickPrice today for help with establishing a relationship with HITRUST and getting 
started on your HITRUST compliance journey.
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