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An Introduction to the PCI DSS

In December 2004, major credit card companies, including Visa, MasterCard, American Express, 
Discover, and JCB, acted against the increased number of data security breaches by coming 
together to create the PCI Security Standards Council. This Council developed a security standard 
for merchants that process credit card data, known as the Payment Card Industry Data Security 
Standard (PCI DSS). PCI DSS encourages and enhances cardholder data security by providing 
globally-recognized data security measures. 

Merchants, service providers, and subservice providers that store, transmit, or process cardholder 
data, including credit, debit, or other payment cards, are required to adhere to the Payment Card 
Industry Data Security Standard (PCI DSS). The PCI audit is designed to test whether your 
organization is compliant with the 12 technical and operational requirements established to protect 
cardholder data.
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What You Need to Know Before Your PCI Audit

When it comes to preparing for your PCI audit and securing your cardholder data environment (CDE), 
it’s important to understand where all of your sensitive assets lie. Taking an inventory to identify any 
and all locations with stored cardholder data and performing a thorough search of all systems to 
identify cardholders and track data is a critical PCI audit preparation step.

The scope of your CDE determines the extent to which all PCI DSS controls must be in place. 
Common issues with PCI compliance are a result of scoping errors. Any personnel, processes, or 
technologies that store, process, or transmit cardholder data, are considered to be within your CDE 
and therefore in scope for your PCI audit. These assets include:

 • Any devices that provide security/authentication services, such as firewall, router, or 
    patching server

 • Any asset that is connected to the CDE

 • Any routing rules that allow traffic into the CDE

 • Any asset that can impact CDE security in any way

To reduce the scope of your PCI audit and assessment, you can use logical and physical controls to 
ensure network segmentation. Segmentation is the use and implementation of additional security 
controls to separate systems with different security needs. These controls commonly include firewall 
and router configurations to deny traffic passing from out-of-scope networks and the CDE, network 
hardening standards, and physical access controls. 
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How the PCI Audit Process Works
A PCI audit engagement begins with a gap analysis, during which a PCI Qualified Security Assessor 
(QSA) will spend time with your organization to understand the services your organization provides 
and how PCI affects your day-to-day business operations. The QSA will then walk your organization 
and necessary personnel through all of the PCI DSS requirements to ensure that they have a full 
understanding of what they will be audited on. 

During the actual audit, your organization will use KirkpatrickPrice’s Online Audit Manager portal to 
collaborate with KirkpatrickPrice’s Information Security Specialists. The Online Audit Manager allows 
your organization to complete 80% of the audit before an auditor needs to step foot through your 
doors for an onsite visit. After this is complete, a QSA will spend a few days onsite to examine your 
business and gather evidence, including reviewing documentation, interviewing personnel, and 
observing processes. When the assessment is complete, the Report on Compliance (RoC) is 
completed and your organization receives an Attestation of Compliance (AoC). 
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The 12 PCI Requirements

The 12 PCI DSS Requirements were designed to decrease credit card fraud by increasing the 
controls involved in protecting cardholder data. This is a framework for merchants, service providers, 
and sub-service providers to develop a strong payment card data security process, including 
prevention, detection, and reaction to security incidents. The RoC issued to your organization will 
include findings as they relate to the following 12 PCI DSS Requirements:

Build and Maintain a Secure Network
 • Requirement 1: Install and maintain a firewall configuration to protect cardholder data
 • Requirement 2: Do not use vendor-supplied defaults for system passwords and 
    other security parameters

Protect Cardholder Data
 • Requirement 3: Protect stored cardholder data
 • Requirement 4: Encrypt transmission of cardholder data across open, public networks

Maintain a Vulnerability Management Program
 • Requirement 5: Use and regularly update anti-virus software
 • Requirement 6: Develop and maintain secure systems and applications

Implement Strong Access Control Measures
 • Requirement 7: Restrict access to cardholder data by business need-to-know
 • Requirement 8: Assign a unique ID to each person with computer access
 • Requirement 9: Restrict physical access to cardholder data

Regularly Monitor and Test Networks
 • Requirement 10: Track and monitor all access to network resources and cardholder data
 • Requirement 11: Regularly test security systems and processes

Maintain an Information Security Policy
 • Requirement 12: Maintain a policy that addresses information security
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How a PCI Audit Benefits You

As a client or vendor, you want your organization to be seen as preventive and protective, but 
compliance is not an option when it comes to cardholder data. PCI DSS ensures that an organization 
can help prevent losses and protect cardholder data. Many organizations will only work with PCI 
compliant businesses, which opens up opportunities for you to gain more clientele. Alternatively, you 
could lose clients if non-compliance causes your organization’s reputation to decline. 

If you are found to be non-compliant with the PCI DSS you could face a number of consequences, 
the most costly being severe fines ranging from $5,000 to $500,000. This amount does not take into 
account any additional costs from reissuing cards to victimized cardholders, credit monitoring, 
remediation and investigation actions, and increased rates charged by banks or processors. Credit 
card companies could even revoke your right to process credit card transactions depending on the 
severity of any actions resulting from PCI non-compliance. 

Don’t leave your reputation, clients, or card payment processing abilities up to chance. Pursue a PCI 
audit so that your organization is compliant with the PCI DSS, and so you can have peace of mind 
about your business practices and cardholder data. 
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Working with KirkpatrickPrice
Going through a PCI engagement can be confusing and rigorous, but when you partner with
KirkpatrickPrice, it doesn’t have to be. Your organization will benefit from KirkpatrickPrice’s years of 
PCI experience and from working with KirkpatrickPrice’s Information Security Specialists, who are 
senior-level experts across many disciplines and hold QSA certifications. Quality is at the forefront of 
our auditing engagements, and we will take the time to ensure you receive a thorough PCI audit. 

PCI DSS


