
Penetration Testing 
Steps for a Secure Business

1. Determine What Type of Penetration Test Your Business Needs
Penetration testing is a service that attempts to gain access to resources in an organization’s network without knowledge 
of usernames, passwords, or other standard means of access. Penetration testing is a form of permission-based ethical 
hacking to expose vulnerabilities in the network’s infrastructure. 

KirkpatrickPrice offers both standard and advanced service level penetration testing services, including:

     •  Network – Internal network-based testing takes an "assumed breach" approach. This service is designed to identify 
         and exploit issues that can be discovered by an attacker who has gained access to your internal network. 
         External network-based testing is focused on the perimeter of your network and identifying any deficiencies that exist  
         in the controls that protect against remote attackers targeting the internet-facing systems in your environment.

     •  Web Application – Testing focused on the security of your deployed web applications. We take a hybrid approach, 
         which includes both automated and manual testing efforts to efficiently identify vulnerabilities.

     •  Web Service/API – Testing that identifies vulnerabilities and configuration issues surrounding web services deployed 
         internally and externally. This testing includes checks for OWASP Top 10 issues as well as configuration and 
         business logic flaws that could result in unauthorized access to data.

     •  Wireless – Testing that evaluates the risks to sensitive information by making a complete inventory of available  
         wireless networks and measuring the security of each.

     •  Social Engineering – Leverages and manipulates phone-based, email-based, and in-person interactions to 
        compromise organizations. Social engineering is creative, it’s cunning, and it’s a form of penetration testing.

2. Determine Who Will Perform Your Penetration Test 
Because of the complexity and maturity of today’s threat landscape, you need to choose a qualified, thorough 
penetration tester who delivers quality services. This will help you build a strong security testing methodology, help you 
meet your compliance objectives, and protect your organization from malicious attacks. How can you tell whether 
you’re making the right choice? Start by asking candidates or potential firms the following questions:

     •  Does the firm outsource penetration testing services?

     •  Does the firm have qualified, professional penetration testers?

     •  Does the firm know the difference between a vulnerability scan and a penetration test, and   
         promise to deliver a penetration test?

     •  Does the firm use both automated and manual testing methods?

     •  Does the firm have a history of finding security vulnerabilities that previous internal or external penetration testers 
         have not found?



     •  Does the firm have a commitment to educating you on the implications of your security vulnerabilities? 

     •  Does the firm provide post-exploitation direction? 

     •  Does the firm intend to help you determine how the testing results can impact information security audits? 

3.  Begin the Testing
KirkpatrickPrice has a six-phase process for conducting a penetration test, which consists of the following:

     •  Phase 1 – Information Gathering: During the planning of the penetration test, the organization provides 
         information about in-scope targets.

     •  Phase 2 – Reconnaissance: KirkpatrickPrice uses the information provided to collect additional details from 
         publicly accessible sources to identify additional information that may have been overlooked.

     •  Phase 3 – Discovery and Scanning: The information gathered is used to perform discovery activities to determine 
         things like ports and services that were available for targeted hosts, or subdomains available for
         web applications.

     •  Phase 4 – Vulnerability Assessment: A vulnerability assessment is conducted in order to identify any potential 
         security weaknesses that could allow an outside attacker to gain access. 

     •  Phase 5 – Exploitation: KirkpatrickPrice attempts to validate and exploit the findings that were identified in 
         Phase 4. 

     •  Phase 6 – Final Analysis and Review: KirkpatrickPrice reviews the information gathered during the penetration test 
        and details the findings to the organization in a report format.

4.  Utilize the Testing Results
At the completion of your penetration testing engagement, you will receive a report that includes the scope, testing 
methodologies, findings, and recommendations for corrections. Where applicable, it will also state the penetration 
tester’s opinion of whether or not your penetration test adheres to applicable framework requirements. A key aspect of 
quality penetration testing is using the findings. Your organization should risk rank the vulnerability findings you receive, 
analyze the potential impact of vulnerabilities found, and determine remediation strategies. KirkpatrickPrice penetration 
testers will partner with you to ensure you have proper post-exploitation direction.

Being prepared for attacks and having the ability to fix the weaknesses within a system helps organizations avoid 
consequences of data breaches. Not only are these breaches costly due to the accumulation of legal fees, IT 
remediation, and customer protection programs, but customer loyalty can be lost following a breach. By being aware 
and prepared for attacks before they happen, organizations who regularly undergo penetration testing are more likely to 
avoid these consequences.


