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Introduction to the 7 Deadly Sins

At KirkpatrickPrice, we work with clients of all sizes – from startups to enterprise-level organizations. 
By working with so many organizations of varying sizes and industries, we’ve been able to identify 
seven primary pitfalls that make for a challenging audit environment, all of which represent initial 
difficulties that often lead to failed or very drawn out HITRUST CSF validated assessment attempts. 
In recognizing how significant these pitfalls are, our firm has designed our engagements to address 
these early and often over the course of the assessment, raising red flags whenever one is 
discovered. The following seven deadly sins of a HITRUST CSF assessment, while in no particular 
order, are all of primary significance to the audit as a whole and occur with roughly the 
same frequency. 



3    1. Assuming HITRUST Represents Equivalent Work Effort to Another Framework

“Oh, we do PCI – we’ll be fine!” 

“So it’s just like a SOC 2, right?”

“We’ve been through FISMA, we know what to expect.”

While HITRUST encompasses many of the key components of the PCI, SOC 2, FISMA, and ISO 
27001 frameworks, each assessment has its own approach and purpose. ISO tests best practices. 
FISMA tests against standards. SOC 2 tests against risk thresholds and company procedures. Every 
single engagement has its own caveats and assessor instructions. After all, if they were all the same, 
we’d all do the same assessment, right? Since they are not the same assessment, we assess 
against standards that target what we need to express to our clients and represent within the 
competitive scope of our business. 

At its core, HITRUST is a risk-based, prescriptive audit that is designed to test systems’ infrastructure 
against an external risk threshold and company maturity. Nothing else is quite like it – from what the 
assessed organization is expected to do, to the role of the assessor, to the role of HITRUST as a 
certifying body. Especially in an organization’s first year, HITRUST should be approached from a 
position of education and understanding. No matter what you know, you likely don’t know all of the 
things you need to know to be successful within the HITRUST framework. 

It is worth noting that HITRUST can be used to assess compliance with other frameworks, but the 
converse is not true. PCI, SOC 2, FISMA, or ISO readiness does not necessarily imply HITRUST 
readiness.
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2. Assuming HITRUST Represents Activity Only         
    Until Certification 

Unlike many other frameworks, a HITRUST CSF assessment is not just a one-time engagement. 
Instead, HITRUST has an expectation of working within a continuing standard. Maintaining 
certification requires engaging with the whole of the CSF for a long-term period, remaining abreast of 
the framework, and committing to HITRUST activity in the long term. This means that a HITRUST CSF
assessment isn’t just another item for your compliance team to check off a list; engaging with 
HITRUST will guide business decisions and requirements for years to come.
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3. Assuming Certification is Easy

“How much more work can it be?”

Most organizations pursue a HITRUST CSF assessment with the end goal of achieving certification. 
However, obtaining certification is a significant hurdle due to the focus the assessment has on 
company maturity. This means that organizations have to consider their scope of certification and 
each requirement statement included in that scope will have to be explored individually to determine 
their overall readiness and the impact of each requirement on their business as a whole. If done 
properly, HITRUST CSF assessments take time and results in a tremendously secure environment, 
architecture, and business process set. 

Organizations who pursue compliance under the assumption that achieving certification will be easy 
will quickly realize that rushing through a HITRUST CSF assessment will either create a situation in 
which the organization throws together controls rather than implements them properly, or actually 
manufactures risk for the organization in the form of poor implementation, misplaced expense, 
or – worst of all – hits morale and productivity. When organizations understand the complexity of a 
HITRUST CSF assessment, it can help strengthen their security posture, offer dividends to the power 
and productivity of their IT staff, and improve an organization’s return on investment in compliance. 
At the very least, at the end of a HITRUST CSF assessment, an organization will be more stable 
and secure.



6     4. Senior Management is Unengaged

“Is C-suite required to be involved with this?”

A common problem throughout the information security industry and IT as a whole is that senior 
management is often distant from technical controls and infrastructure activity. However, HITRUST is 
not a framework where organizations can achieve compliance without management’s involvement. In 
fact, one third of the engagement revolves around policy, which generally requires C-suite approval. 
Another third of it is centered on departmental procedures, which takes buy in from the director tier. 
Implementation takes understanding and work from the entire organization. Ultimately, if senior 
management isn’t present and engaged, how can HITRUST do anything other than represent a great 
deal of operational problems and morale issues throughout an organization? 
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5. You Don’t Budget Enough Time

Because many organizations that pursue HITRUST certification are under tight deadlines, many 
underestimate the time it will take to get through a HITRUST CSF assessment. This means that their 
departments are expected to simply add evaluation and remediation to their existing workloads, 
usually without any consideration for the idea that this isn’t just another auditor coming in, assessing 
compliance, and leaving. 

Understanding that this is a major misconception about the audit process, HITRUST makes core 
conceptions about an organization’s maturity that implies that they know how to manage projects like 
a HITRUST CSF assessment, that they can budget the required time to complete the assessment, 
and that they have moved from a reactive to a proactive posture. Ultimately, HITRUST wants 
organizations to be prepared to endure the assessment – they want organizations to have the time to 
work through the requirements, raise company maturity, and move compliance into a much more 
thoughtful role. 



6. You Don’t Work Your Way Up to Certification

While HITRUST certification may be your end goal, it’s just that: a goal that represents a milestone on 
a compliance growth curve. HITRUST CSF assessments were never meant to be a single 
engagement, but rather, to represent a graduated series of activities for you and your organization. 
Organizations need to assess themselves against their customized requirement statements and 
frameworks, being honest about their current status. They need to address their faults, and then 
engage an assessor firm for a validated assessment to see if they were right about what they believe 
or not. Leaping straight into certification is a difficult road, and one that can lead to harder problems 
within 24 months. 

Although there’s market pressure to complete and achieve HITRUST certification, only a measured, 
deliberate approach will grow an organization’s maturity, build their processes, and result in 
something that fulfills the goals of both HITRUST and the certification process: a more secure and 
mature organization capable of addressing and taking on growing security challenges in a world 
where that is a necessity. 
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When the word “certification” shows up, it sets you apart. It proves the status of your organization 
and makes you more attractive in the marketplace. However, your HITRUST engagement can’t be 
about the certification alone. It must be about compliance, wanting to be more secure, and the 
ethical drive to manage data, your responsibilities, and your organization to the standards appropriate 
for your industry and risk model. If it’s only about the piece of paper at the end, then all of the compli-
ance activity necessary to cross that threshold is, ultimately, going to create additional cost, head-
ache, and troubles than the certification solves.

An organization can’t just check off a HITRUST CSF assessment – it has to be the basis of their 
compliance activity moving forward to gain its benefits. Even if the certification gets an organization in 
the door, maintaining it in the long term takes a commitment to security, compliance, and process 
improvement throughout the organization.

9     7. Engaging in an Assessment for the Wrong Reason 
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Get Started on Your HITRUST Journey

These pitfalls might appear as big warnings, and we understand that it can be easy to forget that 
what HITRUST is requiring are the things you should be doing, for all the right reasons. These are 
things derived from the best standards out there that make you and your organization more secure 
and can be implemented to a level that doesn’t compromise your business, but rather, makes it more 
mature and safer. So, how can you get started on your HITRUST journey?

At KirkpatrickPrice, we suggest doing just that: start. Make a plan. Work. Move forward. Face the 
prospect of HITRUST CSF assessment not with worry, but rather, with an eye to validating just how 
good you are and raising yourself to a standard where the assessment is easy. Good security pays 
dividends, with the most powerful being peace of mind. That’s what HITRUST can give you, if you 
simply go for it.

Ready to get started? Contact us today to learn more about how you can partner with 
KirkpatrickPrice and conquer these seven deadly sins of a HITRUST CSF assessment.


