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2     6 Basic Components of Your Information Security Program

Ensuring that sensitive information remains secure, available, and confidential is the most important 
goal when setting up an information security program, but knowing what you need to include to make 
that happen can be challenging. In today’s threat landscape, organizations must make it a priority to 
identify and mitigate any potential vulnerability in their information security system and that process 
begins when organizations first set up their information security program. In this guide, you’ll learn 
about six information security basics that your organization should implement to keep your 
organization’s sensitive assets secure. 
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Firewall Configurations 

What are Firewall Configurations?

Any device connected to the Internet is susceptible to falling victim to a cyberattack, which is why 
firewalls are deployed to filter out unwanted network traffic. Essentially, a firewall’s purpose is to act as 
a barrier in order to prevent malicious users from gaining unauthorized access to an organization’s 
network. Firewalls are installed in either hardware or software and track the source, destination, IP 
address, protocols, and port that needs to be let out or in the network environment, keeping any user 
or message that doesn’t meet certain security criteria from entering or leaving the environment.

To best utilize firewalls, organizations will typically incorporate a mix of firewall configurations to protect 
their network. There are five types of firewalls. 

 1. Packet Filter: Packet filtering firewalls operate inline at junction points and compare each  
 packet, either outgoing or incoming, to a certain set of criteria, such as IP addresses, packet  
 type, or port number.

 2. Circuit-Level Gateways: Circuit-level gateways monitor TCP handshaking between local  
 and remote hosts in order to determine if the session is legitimate.

 3. Stateful Inspection: Stateful inspection firewalls example each packet and track whether  
 each packet is a part of an established TCP session, which helps determine which network  
 packets should be allowed through the firewall.

 4. Application-Level Gateways: Application-level gateways, often referred to as proxy  
 firewalls, are a combination of packet filtering firewalls and circuit-level gateways. They prevent  
 any direct connection between a trusted server and untrusted host by filtering packets.

 5. Next-Generation Firewall: Next-generation firewalls combine the functionalities of 
 traditional firewalls, such as those listed above, but they also use inline deep packet 
 inspection, intrusion detection system (IDS), and intrusion prevention systems (IPS) to further  
 ensure that no unauthorized users gain access to the network.
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Firewall Configurations

Why Do You Need Firewall Configurations?

Firewall configurations are a critical component of a strong security posture. It’s paramount that 
organizations implement, monitor, and maintain accurate firewall configurations, because any 
misconfiguration could leave an organization vulnerable for a cyberattack. According to Gartner, 
“Through 2020, 99% of firewall breaches will be caused by firewall misconfigurations, not firewall 
flaws.”

Given the ever-changing threat landscape, organizations are increasingly faced with the task of 
making sure their firewall configurations are updated and deployed accurately. There’s so much 
emphasis placed on the importance of firewall configurations, in fact, that multiple compliance 
frameworks have requirements dedicated specifically to ensuring that firewall configurations are 
functioning as intended. For example, PCI Requirement 1.1 requires that an effective firewall 
configuration must be installed and maintained. Likewise, to comply with the AICPA’s 2017 SOC 2 
Trust Services Criteria, organizations must demonstrate that they comply with common criteria 6.6, 
which says that entities must have logical access controls in place to prevent unauthorized users 
from entering the network environment. No industry is safe from the pervasive threat landscape, 
so performing your due diligence by making sure that all firewalls are configured properly must be
a top priority.
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Network Access Controls

What are Network Access Controls?

Network access controls are used by organizations to mitigate the risks of unauthorized users gaining 
access to their information systems. Network access control solutions give entities the ability to see 
who or what is accessing their network, assign the correct role for that user or device, and enforce 
policies and procedures for accessing information on a least-access necessary basis.

Why Do You Need Network Access Controls?

If you don’t know how to identify the users or devices entering your network environment, how can 
you be sure that you’re performing your due diligence to prevent security incidents? If you aren’t 
utilizing role-based access, how can you be sure that your internal users don’t exploit your 
environment or act maliciously? 

Establishing a robust information security program starts with knowing who is coming in and out of 
your environment. This is why deploying network access controls is so important and why many 
compliance frameworks require network access controls. Want to be PCI compliant? PCI requirement 
2.2.2, 3.1, 7.1 ,7.1.2, and 9.1.2 all emphasize this. Pursuing SOC 2 compliance? Common criteria 
6.1 says, “The entity implements logical access security software, infrastructure, and architectures 
over protected information assets to protect them from security events to meet the entity’s objectives.”
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Acceptable Uses for Technology

What are Acceptable Uses for Technology?

Almost all organizations require the use of technology to carry out their business processes – from laptops, 
tablets, and smartphones to printers, email, and cloud solutions. While the advancement of technology has 
allowed for the growth of many industries, maintaining old technology and introducing new technology into an 
organization’s environment can create new security vulnerabilities. This is why organizations must establish 
acceptable uses for technology, meaning that there are clearly defined policies and procedures for how the 
technology used in a specific environment is used. Acceptable use policies (AUP) normally have users agree 
to not use the services for illegal purposes, not attempt to harm the security of the technology or system, and 
to report any suspicious activity.

Why are Acceptable Uses for Technology Important?

Any and all devices that enter a work environment are susceptible to cyberattacks. With the increase in the 
usage of technology in the work environment, if personnel aren’t properly trained on AUPs, they could 
unknowingly give access to sensitive, unauthorized information, spread malware, or cause a data breach. 
Whether an organization offers company-supplied devices or has a bring-your-own-device policy, AUPs 
should be known by all employees across an organization. For instance, think about all of the mobile devices 
used in healthcare. What would happen if a laptop containing the PHI of thousands of clients was improperly 
used? It’s happened time and time again and has resulted in hundreds of thousands of patients being put at 
risk. Regardless of the size or industry your organization is in, neglecting to establish AUPs only increases your 
chances of experiencing a data breach.

Case Study: Unauthorized Access to PHI

For over a year, a patient coordinator at UPMC, a medical center located in Pittsburgh, gained unauthorized 
access to over 100 UPMC patients with the malicious intent of seeking revenge on two women from her 
former place of employment. Sue Kalina was able to successfully access their medical histories and send that 
information to their employer via email and phone, causing them embarrassment and mental distress. This 
breach underscores the necessity of establishing, implementing, and enforcing AUPs at any type of 
organization. Consider the type of data your organization holds – what could someone do with that information 
if it was improperly accessed? Could an employee at your organization gain access to information they have 
no need for and use it for personal vendettas? Malicious hackers should not be the only focus when it comes 
to preventing security threats; the worst kinds of attackers could end up being right within your organization.
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Password Best Practices

Industry-Accepted Password Best Practices

There’s been much debate on password best practices: how many characters should a password be? Should 
special characters be used? How often should passwords expire? While all passwords are capable of being 
compromised, there are a few tried and true password best practices that organizations should follow to 
ensure that their personnel and networks remain secure against the advancing threat landscape. In the past, 
character length, character complexity, and expiration date have all been major factors in determining the 
strength of a password. However, Microsoft and NIST believe that strong password best practices include 
the following: 

 • Banning common passwords
 • Educating employees to not use their organization’s credentials anywhere else
 • Enforcing two-factor authentication (2FA) or multi-factor authentication (MFA)
 • Enabling risk-based MFA
 • Education and training on the importance of creating strong passwords
 • Setting a timeframe for password expiration

What is the Importance of Following Password Best Practices?

It goes without saying that passwords are one of the most basic forms of defense against a security incident. 
By neglecting to establish strong password policies, organizations put themselves at greater risks for 
breaches, which could lead to steep fines and penalties, reputational damage, and loss of business. 

Case Study: One Weak Password Put 68 Million Users at Risk

In 2012, Dropbox reported a data breach when a malicious user accessed 68 million user credentials by 
using an employee’s password, which was re-used from the infamous LinkedIn breach that occurred that 
same year. The data accessed included email addresses and hashed or salted passwords, and Dropbox was 
forced to overhaul their password management system and increase security awareness training for all 
employees. The magnitude of this breach emphasizes the criticality of implementing password best practices 
and educating employees on the importance of following them. How sure are you that your employees aren’t 
recycling old passwords? Do you have policies in place that prevent employees from using passwords from 
personal accounts on their corporate accounts?
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Multi-Factor Authentication

What is Multi-Factor Authentication? Two-Factor Authentication?

Enabling two-factor authentication (2FA) and multi-factor authentication (MFA) are proactive ways that 
organizations can add an additional layer of security to their systems. 2FA typically includes users 
entering their username and password, then they receive a code to their mobile phone that they’ll 
enter to authenticate their sign-in. However, while a 2FA system is a growing best practice, it isn’t 
guaranteed to shield against cyberattacks, since 2FA systems can be easily bypassed. Instead, we 
suggest using an MFA system to better ensure security because it requires several separate pieces 
of evidence to confirm a user’s identity instead of just two. For example, if an organization activates 
MFA for all users, they might be required to enter a password, security token, and fingerprint to 
authenticate their log-in.

Why Should You Implement MFA/2FA?

There’s no 100% guarantee that a password won’t be breached, which is why organizations have 
turned to requiring additional log-in credentials in an effort to increase security and decrease the 
likelihood of user accounts being compromised. We believe that activating 2FA/MFA on your systems 
will keep your organization safe from outside threats. In fact, NIST Special Publication 800-171 says 
that organizations should “use multifactor authentication for local and network access to privileged 
accounts and for access to organizational systems.” 
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Antivirus Software

What is Antivirus Software?

Antivirus software is a program that is designed to prevent, detect, and remove software viruses. 
While there are various antivirus software products for purchase, the primary functions of each 
antivirus software are to: 

 • Scan devices for malware or known malicious patterns
 • Provide real-time detection by preventing incoming threats
 • Schedule scans to automatically run for you
 • Alert you when a malicious program is trying to access your computer
 • Remove any malicious code detected
 • Show you the security hygiene of your computer

Why Should You Use Antivirus Software?

What would be the impact to your organization if your systems were infected with malware? Would 
your business survive? Malicious hackers are creative and cunning, and they will stop at nothing to 
get their hands on your sensitive assets. That’s why it’s critical for organizations to install and keep 
up-to-date antivirus software on their computers. 



Implementing Information Security Basics

Learning which components need to be included in your information security program is the first step 
towards ensuring that your organization’s sensitive assets are secure, available, and confidential. 
Implementing these information security basics might seem like a daunting task, though. 
At KirkpatrickPrice, we’re here to help. With an array of audit, penetration testing, and consulting 
services, we’re the partner you need to make sure that your information security program is robust 
and meets your security and compliance needs. 

10     Implementing Information Security Basics


