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So, what exactly does this mean? 

All covered entities are required to ensure that their BA’s are compliant with the 

HIPAA/HITECH Rule. All BA’s are going to be held responsible for their own compliance 

by establishing appropriate physical, administrative, and technical safeguards to protect 

PHI. Here are some things to think about with the upcoming changes:

1. Do you have someone overseeing your compliance efforts? Make sure your 

organization is establishing and implementing physical, administrative, and technical 

safeguards to protect PHI. Are those policies and procedures formally written? If your 

client scheduled an onsite audit, could you produce adequate evidence to show you 

are following your procedures? Protection from data breaches should be top priority 

among your organization.

2. Do you know who your vendors are? Now that you’re required to be responsible for 

your own compliance, you need to make sure the companies you’re partnering with 

can be trusted. This can be the difference in costing your company money and 

reputation over the loss of data. So what if you have all necessary controls in place to 

protect PHI if the companies you’re working with aren’t doing the same? Check to see 

if a potential vendor complies with the necessary security controls to protect PHI 

before engaging them in business.

3. Are you assuring your chain of custody? Signing a BA agreement used to be all that 

was necessary to make your client happy. Now they must go further by asking you for 

written policies and procedures at a minimum. Are you prepared for your clients to 

perform a HIPAA risk assessment on your organization? 

The definition of a Business Associate has 
now extended to include the following:
1. Health Information Organizations

2. E-prescribing Gateways

3. Personal Health Record Vendors

4. Entities Providing Data Transmissions Services for PHI and that require 

 routine access to such PHI

What is a Business Associate? 


