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What Type of Compliance is Right for You?

Deciding to undergo an information security audit can be daunting for the sole reason that there are 
so many frameworks and regulations to learn about. SOC 1, SOC 2, SOC for Cybersecurity, PCI 
DSS, HIPAA/HITECH, HITRUST CSF, ISO 27001, GDPR, FISMA, and FERPA – what do they all 
mean? Which framework or regulation does your organization need to comply with? Which one best 
suits your organization’s needs? In this guide, you’ll learn about the 10 most common information 
security frameworks, who they apply to, and how they can benefit your organization. 
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SOC 1

What is it?
A SOC 1 audit is an audit that is performed in accordance with the Statement on Standards for 
Attestation Engagements No. 18 (SSAE 18). SOC 1 reports are designed to report on the controls at 
a service organization that could impact their clients’ financial statements. A SOC 1 audit is not a 
review of a service organization’s financial statements, but rather a review of internal controls over 
financial reporting.

Who needs it? 
Many organizations are legally required to verify the suitability of internal controls at a service provider 
prior to engaging with the service provider. Generally speaking, publicly traded companies looking to 
comply with Sarbanes Oxley (SOX), financial institutions looking to comply with the 
Gramm-Leach-Bliley Act (GLBA), as well as state and local governments, have all standardized on 
SOC reports to meet this requirement. If your clients outsource any of their information technology 
systems management activities to your organization, you may be asked for a SOC 1 report, so they 
can gain a better understanding of the controls at your organization and how they meet specific 
requirements.

What are the benefits of a SOC 1 audit?
SOX and GBLA, among other laws and regulations, require service organizations to have the 
adequate internal controls in place. By being able to produce a SOC 1 report to your clients or 
prospects, you gain a competitive advantage and client trust by demonstrating that you have the 
proper internal controls in place and have been verified by a qualified third party.
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SOC 2

What is it? 
As a service provider, how do you validate the security of your services? A SOC 2 audit evaluates 
internal controls, policies, and procedures as they relate to security, availability, processing integrity, 
confidentiality, and privacy of a system. These five established categories, known as the Trust 
Services Criteria, address the  questions like: How are your policies and procedures relative to the 
standard documented? How do you communicate those to all interested parties? How do you 
monitor that those controls are being effectively performed?

Who needs it? 
If a service provider hosts or processes information for their clients, then they may be asked for a 
SOC 2 report. In this instance, the service provider’s clients are likely concerned whether they are 
handling their data in a secure way, and if it is available to them in the way it is contracted to be. 
A SOC 2 report affirms the security of a service provider’s services.
 
What are the benefits of a SOC 2 audit? 
By undergoing a SOC 2 audit, an organization is able to demonstrate that they are proactive in their 
information security efforts. A SOC 2 attestation affirms the security of an organization’s services and 
gives organizations the ability to provide clients with evidence from an auditor who has seen your 
internal controls in place and operating. Demonstrating SOC 2 compliance can also help an 
organization maintain loyal clients and attract new ones, operate more efficiently, avoid fines for 
non-compliance or from breaches, and most importantly: assure clients that their sensitive data is 
protected.
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SOC for Cybersecurity

What is it? 
A SOC for Cybersecurity examination is how a CPA firm can report on an organization’s cybersecurity 
risk management program and verifies the effectiveness of internal controls to meet cybersecurity 
objectives, with the intention of giving stakeholders perspective and confidence in an organization’s 
cybersecurity risk management program.

Who needs it? 
Any organization who wishes to provide their board of directors, analysts, investors, business part-
ners, industry regulators, or users with perspective and confidence in their cybersecurity risk 
management program.

What are the benefits of a SOC for Cybersecurity audit? 
Engaging in a SOC for Cybersecurity assessment is one way that organizations are able to provide 
transparency about key elements of their cybersecurity risk management program to stakeholders. It 
can help protect organizations from cyber risks, provide them with assurance, and help them stand 
out from the competition. Ultimately, a SOC for Cybersecurity report enhances confidence in the 
integrity of your cybersecurity risk management program.
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PCI DSS 

What is it? 
The Payment Card Industry Data Security Standard (PCI DSS) is a robust information security 
standard that encourages and enhances cardholder data security by providing industry-recognized 
data security measures. In other words, a PCI audit is an information security audit focused on the 
protection of credit card data. All PCI audits must be performed by a PCI Qualified Security Assessor 
(QSA) and are designed to test whether an organization is compliant with the 12 technical and 
operational requirements established to protect cardholder data. 

Who needs it? 
If you are a merchant, service provider, and/or subservice provider who stores, transmits, or 
processes cardholder data, you must comply with the PCI DSS. Additionally, if you have a client who 
is required to comply with the PCI DSS, they are required to validate your compliance with the 
standard as well.

What are the benefits of a PCI DSS audit? 
PCI Compliance ensures that an organization can help prevent losses and protect cardholder data. 
Many organizations will only work with PCI compliant businesses, which opens up opportunities for 
an organization to gain more clientele. Pursuing PCI compliance is one way that organizations who 
interact with cardholder data can avoid potential financial, operational, and reputational losses, 
because PCI compliance gives an organization, their current and potential clients, and third-party 
vendors assurance about the organization’s business practices regarding cardholder data. 
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HIPAA / HITECH 

What is it? 
If you are a covered entity or a business associate, you must decide which HIPAA laws apply to you 
– Security, Privacy, or Breach Notification laws. Covered entities and business associates are 
responsible for securing the protected health information (PHI) and electronic protected health 
information (ePHI) that they hold. HIPAA laws require that covered entities and business associates 
do things like implement appropriate physical, administrative, and technical safeguards, conduct 
formal risk assessments, create effective policies and procedures, and conduct regular monitoring of 
internal controls.
 
Who needs it? 
All covered entities and business associates who process, store, or transmit PHI or ePHI must 
comply with the HIPAA Privacy, Security, and Breach Notification Rules.

What are the benefits of a HIPAA audit? 
The integrity of the healthcare industry relies on safeguarding patients’ sensitive data. Pursuing a 
HIPAA audit allows healthcare organizations to find vulnerabilities in their security posture, mitigate 
them, and ensure that PHI or ePHI is properly secured. Overall, HIPAA non-compliance means more 
than just organizational, financial, and reputational implications for healthcare organizations – it could 
mean life-threatening consequences for patients. It’s critical that covered entities and business 
associates do their due diligence to ensure that they handle PHI and ePHI securely. 
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HITRUST 

What is it? 
The HITRUST Common Security Framework, or CSF, is a certifiable framework that provides organi-
zations with a comprehensive, flexible, and efficient approach to regulatory compliance and risk 
management. The framework was developed to provide a solution to increasing regulatory scrutiny, 
increasing risk and liability associated with data breaches, inconsistent implementation of minimum 
controls, and the rapidly changing business, technology, and regulatory environment. It is a 
framework that was built from what works within other standards and authoritative sources, like ISO 
27001/27002, HIPAA, PCI DSS, and NIST 800-53, just to name a few. It was also built on risk 
management principles and aligns with existing, relative controls, and requirements. It’s scalable 
depending on organizational, system, and regulatory factors.

Who needs it? 
Organizations looking to validate their security controls over protecting sensitive data and meeting 
various security requirements can benefit from engaging in a HITRUST CSF assessment. The 
HITRUST CSF was originally a framework focused on healthcare, but it has now spread to industries 
like hospitality, financial services, media and entertainment, telecommunications, and start-ups. 

What are the benefits of a HITRUST audit? 
Obtaining HITRUST CSF Certification enables organizations to meet the needs of clients, to stay 
competitive in their market, and to enhance their security posture. Undergoing a HITRUST CSF 
assessment also offers organizations a comprehensive, flexible, and efficient approach to regulatory 
compliance and risk management.
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ISO 27001 / 27002

What is it? 
ISO 27001 is the only information security standard that is recognized across the globe. It deals with 
information security management and its purpose is to provide requirements for establishing, 
implementing, maintaining and continually improving an information security management system 
(ISMS). An ISMS preserves the confidentiality, integrity, and availability of information by applying a 
risk management process and gives confidence to interested parties that risks are adequately
managed. 

ISO is an independent, non-governmental international organization with a membership of 161 
national standards bodies. It brings together experts to share knowledge and develop voluntary, 
consensus-based, market relevant international standards that support innovation and provide 
solutions to global challenges.

Who needs it? 
Organizations across the globe can benefit from an ISO 27001 audit. It’s the gold standard for 
information security and can be used in any vertical approach. Its implementation is customized for 
each organizations’ needs to treat their particular risks. 

What are the benefits of an ISO 27001 audit? 
Completing an ISO 27001 audit allows organizations to demonstrate to their business partners that a 
mature and risk-based information security program is in place. It can also help organizations prioritize 
their information security budget and resources based on risk because the framework is customized 
to its environment and based on its specific risks. The standard helps prioritize information security 
initiatives based on environment-specific risks.



GDPR

What is it? 
The European Union’s General Data Protection Regulation (GDPR) is considered to be one of the 
most significant information security and privacy laws of our time. Born out of cybercrime threats, 
technology advances, and concerns about data misuse, GDPR requires all data controllers and data 
processors that handle the personal data of data subjects to implement a program that ensures the 
ongoing confidentiality, integrity, availability, and resilience of processing systems. The applicability of 
the law follows the data, rather than following a person or location, so organizations worldwide will be 
held accountable for complying with the law.

Who needs it? 
Organizations who process, store, or transmit the personal data of data subjects must comply with 
GDPR. 

What are the benefits of a GDPR audit? 
While pursuing GDPR compliance may seem like a daunting task, we believe that the benefits 
outweigh the cons. GDPR compliance allows organizations to improve their data management 
processes, increase customer trust, and build and maintain relationships with current and potential 
global business partners. In addition to these benefits, many countries across the globe are 
referencing the GDPR when creating or improving their own data privacy laws. Considering this, 
obtaining GDPR compliance will assist organizations in doing international business.
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FISMA

What is it? 
The Federal Information Security Management Act (FISMA) is a United States legislation, enacted as 
part of the Electronic Government Act of 2002. FISMA’s intent is to protect government information 
and assets from unauthorized access, use, disclosure, disruption, modification, or destruction of 
information and information systems. FISMA is the law; NIST Special Publication 800-53, Security 
Controls for Federal Information Systems and Organizations, is the standard that contains the 
individual security controls required to comply with FISMA. 

FISMA requires federal agencies to develop new processes to ensure that the data and data 
systems used to support the agency’s functions and assets are secured. Ultimately, the purpose of 
FISMA is to increase the security of crucial government information and institute a risk-based policy 
for cost-effective security.

Who needs it? 
FISMA compliance is required of anyone working with the federal government, a federal contractor, or 
a sub-service provider of a federal contractor.

What are the benefits of a FISMA audit? 
A FISMA compliance report demonstrates that an organization protects government information 
security and assets with the three pillars of information security: confidentiality, integrity, and 
availability. Having a FISMA compliance report readily available gives an organization the ability to 
provide interested parties with evidence of compliance, which helps an organization maintain loyal 
clients and attract new ones, operate efficiently, avoid non-compliance fines, and assure clients that 
their sensitive data is protected. 
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FERPA

What is it? 
The Family Educational Rights and Privacy Act (FERPA) is a federal law that governs the access and 
privacy of educational information and records, such as grades, class lists, student course 
schedules, and student financial records. The educational records that an organization creates, 
receives, maintains, or transmits must be protected against reasonably anticipated threats, hazards, 
and impermissible uses and/or disclosures. FERPA compliance protects the confidentiality, integrity, 
and availability of educational records. 

Who needs it? 
If you are an educational institution that receives federal funding or are an organization that creates, 
receives, maintains, or transmits educational records, you must be compliant with FERPA. 

What are the benefits of a FERPA audit? 
FERPA compliance affirms the security of your services and gives your organization the ability to 
provide clients and regulators with evidence from an auditor who has actually seen your internal 
controls in place and operating. FERPA compliance can help your organization maintain loyal clients 
and attract new ones, operate more efficiently, avoid fines for non-compliance or a loss of federal 
funding, and most importantly: assure clients and regulators that students’ personal data is 
protected.
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Ready to Work with KirkpatrickPrice? 

Going through an information security audit can be overwhelming and challenging, but when you 
partner with KirkpatrickPrice, it doesn’t have to be. We want to cultivate a positive relationship with 
our clients, provide an expert auditor on each engagement, and utilize a unique online methodology 
to streamline the audit process, saving you time, finances, and resources. An audit from Kirkpatrick-
Price means education, empowerment, and positive growth for your company.

Contact KirkpatrickPrice today for help with starting your compliance journey.
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