
5 Ways Business Associates and Covered 
Entities Can Prepare for HIPAA Compliance

Protected Healthcare Information (PHI) is used every day to facilitate the various facets of patient care. 
It is both covered entities’ and business associates’ responsibility to ensure that PHI is just that: protected. 
Violating this aspect of patient care and of HIPAA can be damaging to your organization, but even worse, 
can be harmful to the patient. We suggest the following five best practices when preparing for HIPAA 
compliance. 

1. Conduct a Risk Analysis 

Understanding the risks associated with using PHI is critical to understanding where your organization has 
the greatest exposure. A formal risk analysis is a starting point for understanding the risks that threaten your 
organization. There are three basic steps to a risk analysis, including: 

     •  Plan – Determine your goals, identify your team, establish scope, and begin to gather information   
         that you’ll need during the analysis.
     •  Conduct – Identify potential threats and vulnerabilities, determine the likelihood of threat   
         occurrence, determine the potential impact of threat occurrence, evaluate current controls, 
         determine the level of risk, and finalize documentation.
     •  Use – Create an internal report, give management the chance to analyze the findings, take 
         corrective action, and provide direction for monitoring and auditing activities. 

2. Review Contracts 
To maintain HIPAA compliance, covered entities and business associates must enter into a Business 
Associate Agreement, which must include the following elements: 

     •  Uses – Establish the permitted and required uses and disclosures of PHI or ePHI by the 
         business associate 
     •  Least Access Necessary – A business associate will not use or further disclose PHI or ePHI 
         other than is permitted or required by the agreement or by law
     •  Safeguards – A business associate must implement appropriate safeguards to prevent 
         unauthorized use or disclosure of PHI or ePHI 
     •  Incident Reporting – Any incident, like a breach or misuse of PHI or ePHI, from the business 
         associate must be reported to the covered entity   
     •  Disclosure – If a data subject requests copies of their PHI or ePHI, a business associate must 
         make that information available to the data subject
     •  Privacy Rule Considerations – If a business associate carries out obligations that fall under the 
         Privacy Rule, the business associate must comply with all additional privacy requirements
     •  HHS Availability – A business associate’s internal records, practices, and documentation relating 
         to uses and disclosures of PHI or ePHI must be available to the US Department of Health and 
         Human Services

     



     •  Subcontractors – If a business associate uses any subcontractors that have access to PHI or   
         ePHI, those subcontractors are subject to the same PHI or ePHI conditions and restrictions that 
         apply to the business associate
     •  Termination – If a business associate violates the terms of the Business Associate Agreement, 
         then the covered entity has a right to terminate the partnership and all PHI or ePHI in the    
         hands of the business associate must be returned or destroyed 

3. Implement a Plan for Technology Advancement 
In any type of healthcare setting, consider the vast number of tasks that are now completed using some 
type of mobile device or cloud environment. Patient management, record maintenance, time management, 
information gathering, dictation, clinical decision-making, administration, education – it can all be done 
through new technology. Technology advancement and adoption has replaced pagers, charts, X-rays, 
calculators, data centers, and other formerly key aspects of healthcare. This means more business 
associates, more training, more policies and procedures, but above all, more risk. How can you prepare a 
HIPAA-compliant plan for the ever-changing technologies you use? Think about things like:

     •  Mobile device policies
     •  Physical safeguards
     •  Cybersecurity best practices 
     •  Cloud service providers 

4. Review Privacy Notices 
The Notice of Privacy Practices is the method used for communicating patient rights to patients. 
This document establishes the basis for a patient’s understanding of what will happen with their PHI or ePHI. 
To effectively communicate those rights, covered entities and business associates need to understand that 
this notice is not an opportunity to get creative or have a lot of leeway. It is required to use plain language, 
boilerplate headings, and to include the required content and recommended formatting. There are four areas 
of required content for Notice of Privacy Practices:

     •  Uses and Disclosures – Describes the uses and disclosures of PHI or ePHI for treatment, payment,   
         and operational purposes, plus gives an example for each purpose
     •  Individual Rights – Lists patients’ rights with respect to PHI, including their right to authorize uses 
         and disclosures
     •  Choices – Informs patients about the choices they have about disclosing their PHI or ePHI; for 
         example, which family members have a right to a patients’ PHI or ePHI
     •  Responsibilities – Defines the responsibilities of the covered entity or business associate with 
         respect to the PHI or ePHI; it is a requirement by law to maintain privacy and security of patients’   
     PHI or ePHI

5. Learn from Others’ Mistakes
Unfortunately, there are a lot of cases that business associates and covered entities can learn from; 
specifically, they can learn what not to do. The HHS’ HIPAA breach portal, or “wall of shame,” can be a 
valuable resource to those healthcare organizations that pay attention and analyze the findings. Under 
section 13402(e)(4) of the HITECH Act, there must be a posted list of breaches of unsecured PHI that 
impacted 500 or more individuals. Through the HHS’ breach portal, the public can see all breaches reported 
within the last 2 years that are currently under investigation by the OCR. There’s even an advanced search 
option to narrow the scope and find patterns. Learning from the mistakes of others is one of the best things 
business associates and covered entities can do to prepare for HIPAA compliance.


