
Why Vendor Compliance Management is 
Important for Your Business
Vendor compliance management is the process 
by which organizations understand and control the 
risks associated with working with vendors, third 
parties, or business partners. If your organization 
utilizes vendors to conduct part of your business 
process – whether that be billing, customer 
service, data processing, etc. – the risks 
associated with that partnership could ultimately 
put you out of business.

A vendor compliance management program is a 
robust strategic process for assessing and 
monitoring compliance. This program needs 
support from the top, which then trickles down into 
action – developing, practicing, reviewing, and 
monitoring vendor compliance best practices. 
Organizations should delegate specific personnel 
to create and implement a vendor compliance 
management program. Often times, this will begin 
with a Chief Compliance Officer or another 
member of senior management. 

Working with vendors puts your organization at risk 
for data breaches or security incidents, often 
leaving you to deal with operational, financial, and 
reputational damages. By having an effective 
vendor compliance management program, you will 
be able to identify, mitigate, and better control 
vendors’ risk and improve the security of your 
organization. 
 
Vendor Compliance Checklist
 Gain Management’s Buy-In
 • Does your organization’s management   
  understand the risks that vendors pose?
 • Does your organization’s management support  
  the development and implementation of not   
  only a vendor compliance management   
  program, but also a strong information security  
  program?
 • Has your organization delegated specific   
  personnel to manage the vendor compliance  
  management program?

 Determine Which Vendor Compliance    
 Requirements Apply to Your Industry
 • Is your organization in the banking industry?   
  Use guidance from OCC Bulletin 2013-29.

 • Is your organization in the financial services    
  industry? Use guidance from 23 NY CRR 
  Section 500.11. 
 • Is your organization a covered entity or business   
  associate? Use guidance from HIPAA. 
 • Does your organization store, process, or transmit   
  cardholder data? Use guidance from the PCI DSS   
  and the PCI SSC.
 • Is your organization a service organization? Use   
  guidance from the AICPA’s SOC 1 and SOC 2.

 Practice Due Diligence by Conducting a Formal 
 Risk Assessment
 • During the vendor selection process, does your   
  organization assess the types of risk a vendor could   
  potentially pose to your organization?
 • Has your organization risk-ranked the 
  potential threats?
 • What are the mitigation strategies for those risks?
 • What types of security and compliance resources do  
  they have?
 • What is their reputation related to security?

 Develop Policies and Procedures Related to Vendors
 • Do your organization’s policies and procedures   
  define your vendors’ due diligence requirements?  
 • What policies and procedures does your    
  organization have for terminating contracts 
  with vendors?
 • How does your organization verify that policies and   
  procedures are implemented? 

 Review Contracts
 • Are specific expectations and obligations outlined for  
  vendors in a formal contract?
 • Does this contract include the scope of the    
  relationship, cost, performance standards, reporting   
  guide, security standards, dispute resolution, and   
  termination rights?

 Monitor Your Vendors’ Compliance Efforts
 • Do you have personnel delegated to monitoring   
  vendor relationships and their compliance efforts?
 • Are you monitoring vendors’ performances, audit   
  reports, compliance requirements, training    
  effectiveness, quality of services, and risk    
  management practices?
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